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Abstract
Cloud storage networks have become the default infrastructure for retaining sensitive digital

records, yet their reliance on centralized providers exposes data to silent tampering,
unauthorized disclosure, and single points of failure. This paper presents a blockchain-based
framework that jointly enhances data integrity and privacy protection in cloud storage networks,
using healthcare records as the motivating application. The framework is organized into three
layers: an access layer through which patients and providers interact with a client application, a
control layer in which a permissioned consortium blockchain of five institutions governs four
dedicated chaincodes (EHRChain, DiagnosisChain, PolicyChain, and LogChain), and a storage
layer built on the InterPlanetary File System (IPFS). Encrypted records are stored off-chain,
while only their SHA-256-derived content identifiers and ownership proofs, represented as non-
fungible tokens (NFTs), are anchored on-chain. To support collaborative analytics without
exposing raw data, the framework integrates blockchain-validated federated learning, in which
clients preprocess data with min-max normalization, select features with a Levy Grasshopper
Optimization Algorithm (LGOA), train locally, and submit hashed model updates that are
validated before federated averaging with explainable AI (XAI). An Entropy Deep Belief Network
(EDBN) performs attack detection and disease prediction. Experiments on the Heart Disease and
Breast Cancer Wisconsin datasets show 100% detection of injected tampering, 99.8% rejection
of unauthorized access, disease prediction accuracy of 93.7% and 98.2%, and an overall attack
detection recall of 97.9%, at a moderate latency overhead relative to a centralized store.

Keywords: Blockchain, Data Integrity, Privacy Protection, Cloud Storage, IPFS, Consortium
Blockchain, Federated Learning, Deep Belief Network, Smart Contract.

1. Introduction
Cloud storage has become the backbone of modern digital services. Hospitals, banks, research

institutions, and public agencies increasingly outsource the retention of sensitive records to
cloud storage networks because of their elasticity, low upfront cost, and global reach. This
convenience, however, comes with a structural weakness: the data owner surrenders physical
control of the data to a provider whose internal behavior cannot be directly observed. A
provider, an insider, or an external adversary who gains access to the storage back end can
modify, delete, replay, or disclose records without leaving evidence that the owner can
independently verify. Reported incidents of silent data corruption, misconfigured storage
buckets, and credential theft show that integrity and privacy cannot be treated as guarantees
that the cloud will simply honor.

Blockchain technology offers a different trust model. A distributed ledger replicated across
mutually distrusting participants provides an append-only, tamper-evident record whose state
is agreed upon by consensus rather than dictated by one operator. Smart contracts, known as
chaincode in Hyperledger Fabric, allow access policies and audit rules to be enforced
automatically and transparently [3]. Yet blockchains are poorly suited to storing bulk data.
Writing large files directly on-chain inflates ledger size, increases latency, and exposes content to
every node. A practical framework must therefore separate where data is kept from where trust
is established: bulky encrypted data is stored in a decentralized off-chain network such as the
InterPlanetary File System (IPFS) [4], while compact cryptographic evidence about that data is
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anchored on the blockchain.
A further requirement arises in data-intensive domains such as healthcare. Institutions do

not only wish to store records safely; they also wish to learn from them collectively, for example
to build disease prediction models, without moving raw records between sites. Federated
learning (FL) addresses this need by training models locally and sharing only parameters [5].
However, a federated process introduces its own integrity risks, because a malicious or
compromised client can submit poisoned updates, and a central aggregator can be impersonated
or can tamper with the global model. Anchoring model-update hashes on a blockchain and
validating them before aggregation closes this gap, but it requires a careful co-design of the
storage layer, the ledger, and the learning pipeline.

This paper proposes a blockchain-based framework that enhances data integrity and privacy
protection in cloud storage networks while supporting privacy-preserving collaborative
analytics. The framework is organized into three layers, as illustrated in Fig. 1. The access layer
lets patients and healthcare providers register, generate records, and manage privacy
preferences through a client application. The control layer is a permissioned consortium
blockchain operated by five institutions (H1 to H5), whose validators execute four dedicated
chaincodes. The storage layer is an IPFS off-chain network that holds only encrypted data. Proof
of ownership is represented by a non-fungible token (NFT) that binds a data owner to a SHA-
256-derived content identifier, as shown in Fig. 2. Finally, the analytics pipeline in Fig. 3
combines min-max normalization, Levy Grasshopper Optimization Algorithm (LGOA) feature
selection, blockchain-validated federated averaging with explainable AI (XAI), and an Entropy
Deep Belief Network (EDBN) for attack detection and disease prediction.

The principal contributions of this work are summarized as follows:
 A three-layer architecture that separates access, control, and storage responsibilities and

keeps raw data off-chain while anchoring only hashes, ownership proofs, policies, and
audit entries on a consortium blockchain.

 A four-chaincode design (EHRChain, DiagnosisChain, PolicyChain, and LogChain) that
enforces patient-defined privacy preferences and records every access in an immutable
audit trail.

 An NFT-based proof-of-ownership mechanism that links each stored object to its IPFS
content identifier through SHA2-256, multihash wrapping, and Base58 encoding.

 A blockchain-validated federated learning pipeline that uses LGOA feature selection,
hashed local updates, and XAI-assisted federated averaging, together with an EDBN that
detects attacks and predicts disease.

 An experimental evaluation covering tamper detection, storage latency, consortium
throughput, feature selection quality, prediction accuracy, and attack detection on the
Heart Disease and Breast Cancer Wisconsin datasets.

The remainder of this paper is organized as follows. Section II reviews the background
literature. Section III discusses related work and identifies gaps. Section IV presents the
proposed methodology. Section V describes the experimental setup. Section VI reports results.
Section VII discusses findings and limitations, and Section VIII concludes the paper.

2. LITERATURE REVIEW

A. Integrity and Privacy Challenges in Cloud Storage
Cloud storage security research has traditionally been organized around three concerns:

confidentiality, integrity, and availability. For integrity, the dominant approaches are provable data
possession and proofs of retrievability, which allow a verifier to challenge a storage server and check
a compact response rather than downloading the whole file [6]. Public auditing schemes extend this
idea by delegating verification to a third-party auditor while preserving the privacy of the audited
content [7].

B. Blockchain as a Trust Layer
A blockchain is a replicated ledger in which transactions are grouped into blocks that are

cryptographically linked, so that altering a past block invalidates all successors [1]. Public
blockchains maximize openness but suffer from limited throughput, probabilistic finality, and the



55

public visibility of all transactions. Permissioned or consortium blockchains, such as Hyperledger
Fabric, restrict participation to vetted organizations, support pluggable consensus, and execute
business logic in chaincode with endorsement policies [3]. For regulated domains such as healthcare,
these properties are attractive: identities are known, governance is shared among institutions, and
sensitive content can be kept off the ledger. Nevertheless, a blockchain secures only what is written
to it. It cannot, on its own, guarantee that an off-chain object remains unmodified unless a binding
hash is recorded and periodically verified.

C. Decentralized Storage and Content Addressing
IPFS is a peer-to-peer distributed file system in which data is addressed by its content rather than

its location [4]. A file is split into chunks, each chunk is hashed, and the hashes are organized into a
Merkle directed acyclic graph whose root yields the content identifier (CID). Because the identifier is
derived from the content, any modification produces a different identifier, which makes IPFS
naturally suited to integrity verification. The CID is a multihash, a self-describing hash format that
records the hash function and digest length, and is commonly rendered in Base58 for readability.
IPFS alone, however, offers no access control or ownership semantics: anyone who knows a CID can
request the data, and the network does not record who is entitled to it. Combining IPFS with a
blockchain that records ownership and policy is therefore a natural complement.

D. Federated Learning and Its Trust Assumptions
Federated learning enables multiple clients to train a shared model while keeping raw data local,

with a coordinator aggregating client parameters, most commonly through federated averaging [5].
Although FL reduces raw data exposure, it does not eliminate risk. Model updates can leak
information through inversion attacks, malicious clients can poison the global model, and a
compromised aggregator can substitute a manipulated model [8]. Blockchain-assisted FL mitigates
these issues by recording update fingerprints and validation outcomes on a ledger, so that
contributions are attributable and tampering is detectable. Explainable AI techniques add another
layer of assurance by exposing which features drive the model, which helps clinicians and auditors
identify anomalous behavior.

E. Feature Selection and Deep Belief Networks
The Grasshopper Optimization Algorithm (GOA) models the swarming behavior of grasshoppers

and balances exploration and exploitation through a decreasing comfort-zone coefficient [9].
Incorporating Levy flights, whose heavy-tailed step distribution produces occasional long jumps,
helps the search escape local optima. Deep Belief Networks (DBNs), built by stacking Restricted
Boltzmann Machines trained greedily layer by layer, are effective feature learners for tabular medical
data and can be fine-tuned discriminatively [10].

3. RELATEDWORK
Research relevant to this paper falls into four groups: cloud storage integrity auditing,

blockchain-based health record management, blockchain combined with decentralized storage,
and blockchain-enabled federated learning.
Integrity auditing. Ateniese et al. introduced provable data possession, enabling a client to

verify that an untrusted server still holds a file using probabilistic sampling [6]. Wang et al.
extended the model to privacy-preserving public auditing in which a third-party auditor verifies
integrity without learning file contents [7]. These works established strong cryptographic
foundations, yet they rely on a centralized auditor and do not provide a tamper-evident record
of audit outcomes or of access events.
Blockchain-based health records. Azaria et al. proposed MedRec, which uses smart contracts

to manage authentication, accountability, and data sharing for medical records, with the ledger
storing permissions and pointers rather than records [11]. Zyskind et al. described a
decentralized personal data management system in which a blockchain acts as an access-control
manager and data are held off-chain [12]. Both demonstrate that separating control from storage
is feasible, but they use a single chain for all functions, which complicates the separation of
record, diagnosis, policy, and audit concerns, and they do not integrate analytics.
Blockchain with decentralized storage. A number of studies combine IPFS with blockchains to

avoid on-chain bulk storage.
Blockchain-enabled federated learning. Kairouz et al. survey open problems in federated
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learning, including robustness and trust [8]. Blockchain-enabled FL replaces or supplements the
central aggregator with a validation committee and a ledger of update hashes. Existing work
primarily addresses poisoning resistance and incentive mechanisms, while less attention has
been paid to jointly optimizing the feature space to reduce communication, to explaining
aggregation outcomes, and to detecting attacks on the learning process using uncertainty
measures.

TABLE I. Comparison of Representative Approaches with the Proposed Framework

Approach Off-chain
storage

Ownershi
p proof

Policy on-
chain

Audit trail Federated
analytics

PDP / public auditing
[6], [7]

Server No No Limited No

MedRec [11] Provider DB Implicit Yes Yes No

Zyskind et al. [12] DHT Implicit Yes Yes No

IPFS + single chain IPFS Implicit Partial Partial No

Blockchain FL [8] Local No No Update hashes Yes

Proposed framework IPFS NFT PolicyChain LogChain Yes (LGOA,
EDBN)

The comparison in Table I reveals a consistent gap. No single approach simultaneously offers
decentralized encrypted storage, an explicit ownership primitive, separation of concerns across
record, diagnosis, policy, and log ledgers, and a validated federated analytics pipeline. The
framework proposed in this paper is designed to fill this gap.

4.METHODOLOGY

A. Problem Formulation and Threat Model
Consider a set of institutions I = {H1, ..., Hm} (m = 5) that jointly operate a consortium

blockchain, a set of data owners (patients) U, and a set of data producers and consumers
(healthcare providers) V. Each data object D produced by a provider on behalf of a patient must
be stored such that (i) its integrity can be verified by any authorized party, (ii) its content is
readable only by parties permitted by the owner's privacy preferences, (iii) every access attempt
is recorded in a tamper-evident log, and (iv) the institutions can collaboratively train predictive
models without sharing D.

The adversary model includes the following capabilities. A curious or compromised storage
node may read or alter any data it holds. A malicious client may attempt to read records without
authorization, to replay old transactions, or to submit poisoned model updates. A minority of
consortium validators, fewer than one third under the assumed Byzantine fault-tolerant
consensus, may behave arbitrarily.

B. Three-Layer System Architecture
The proposed architecture is shown in Fig. 1. It consists of an access layer, a control layer, and

a storage layer, each with a distinct responsibility.
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Fig. 1. Overall architecture of the proposed three-layer blockchain framework
comprising the access layer, control layer, and storage layer.

Access layer. Healthcare providers and patients interact with a client application. Both
register with the system, after which providers generate electronic health records (EHRs) and
diagnoses and request access to the records of patients who have authorized them, while
patients view their own records and diagnoses and define privacy preferences that specify
which providers may access which categories of data and for what purpose. The client
application performs encryption and decryption locally, so plaintext never leaves the user's
device in unprotected form, and it submits transactions to the control layer through smart
contract invocations.

Control layer. The control layer is a permissioned consortium blockchain validated by five
institutions, H1 to H5. Each institution operates one or more peers that endorse and validate
transactions. The blockchain consists of four chaincodes, each managing its own ledger:
EHRChain, DiagnosisChain, PolicyChain, and LogChain. New blocks are added only after
endorsement and validation by the participating institutions. The smart contract (chaincode)
layer sits between the client application and the ledger and is the single gateway through which
every read and write must pass.

Storage layer. The storage layer is an IPFS off-chain network of storage nodes. After the client
encrypts a record, the ciphertext is stored in IPFS. The network returns a content identifier, and
the control layer retrieves this hash of the encrypted EHR and records it on-chain. Because the
ledger holds only hashes and metadata, its size grows slowly and no node of the ledger can read
patient content.

C. Chaincode Design
The decomposition into four chaincodes follows the principle of least privilege and simplifies

upgrades and audits. EHRChain stores, for each record, the owner identifier, the producing
provider, the CID of the encrypted record, the NFT identifier, a timestamp, and a version number.
DiagnosisChain holds the analogous metadata for diagnostic results and links each diagnosis to
its originating record. PolicyChain stores the privacy preferences defined by patients as
machine-readable rules of the form (subject, resource category, action, purpose, validity period)
and exposes functions to grant, update, and revoke permissions. LogChain records every access
request, decision, and outcome, including denied requests, together with the requester identity
and a timestamp.

Access control is enforced by composition. When a provider requests a record, the EHRChain
function first invokes PolicyChain to evaluate the request against the owner's rules. If the
decision is permit, EHRChain returns the CID and the wrapped decryption key; otherwise the
request is rejected. In both cases LogChain appends an entry. Since every function call executes
under the endorsement policy of the consortium, no single institution can alter a policy or erase
a log entry.



Street Art &Urban Creativity, 12(5s), 2026, pp. 53-69

58

D. Off-Chain Storage and NFT-Based Proof of Ownership
Bulk data is stored in IPFS and ownership evidence is kept on the blockchain, as depicted in

Fig. 2. The data object is first encrypted and encapsulated with metadata into an IPFS file. A
SHA2-256 digest of the content is computed and wrapped in a multihash, which prefixes the
digest with the identifiers of the hash function and its length. The multihash is then converted to
Base58 to produce the human-readable hash value used as the CID. The hash value that
corresponds to the actual storage location of the data is saved in the proof of ownership, which
takes the form of an NFT recorded on the blockchain.

Fig. 2. Off-chain storage in IPFS and on-chain NFT proof of ownership, showing the SHA2-
256, multihash, and Base58 pipeline.

Formally, let E_k(D) denote the ciphertext of data D under a symmetric key k. The content
identifier is computed as

CID(D) = Base58( 0x12 || 0x20 || SHA-256( E_k(D) ) ) (1)

where 0x12 and 0x20 are the multihash codes for SHA2-256 and a 32-byte digest length. The
NFT minted for the object is a tuple

NFT(D) = ( tokenID, owner_pk, CID(D), t, Sig_owner ) (2)

where owner_pk is the public key of the data owner, t is the creation timestamp, and
Sig_owner is the owner's signature over the tuple. Because the CID is derived from the ciphertext,
verification of integrity at any later time reduces to recomputing the digest of the retrieved
object and comparing the result with the CID on the ledger. Ownership transfer, for example
when a patient moves to a different health system, is implemented as an NFT transfer
transaction that is itself recorded on-chain and logged by LogChain.

E. Encryption and Key Management
Each record is encrypted on the client with AES-256-GCM using a fresh random data key. The

data key is wrapped under the public key of the owner and under the public key of each provider
granted access by PolicyChain, so that revoking a provider only requires deleting the wrapped
key and rotating the data key for future versions. Authenticated encryption protects both
confidentiality and the integrity of the ciphertext. Digital signatures using ECDSA bind each
transaction to its submitter, which provides non-repudiation in LogChain entries.

F. Analytics Pipeline Overview
In addition to secure storage, the framework supports collaborative disease prediction and

attack detection across the institutions. The complete pipeline is shown in Fig. 3. Each client
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begins with its local data, in this study from the Heart Disease and Breast Cancer Wisconsin
datasets. The data is preprocessed with min-max normalization, a relevant feature subset is
selected with LGOA, and a local model is trained on each client. Local updates are hashed with
SHA-256, validated through the blockchain, and aggregated through federated averaging with
XAI. An EDBN then performs attack detection and disease prediction, and the final stage
evaluates performance.

Fig. 3. Workflow of the proposed pipeline: preprocessing, LGOA feature selection,
blockchain-based federated learning, XAI-assisted federated averaging, and EDBN-based

attack detection and disease prediction.

G. Data Preprocessing
Clinical attributes have heterogeneous ranges, such as age in years and cholesterol in mg/dL,

which can bias distance-based and gradient-based learners. Each client applies min-max
normalization to every feature j:

x′_ij = ( x_ij − min_j ) / ( max_j − min_j ) (3)
so that all attributes lie in the interval [0, 1]. Missing values are imputed using the feature

median at each client. To ensure consistent scaling across clients without sharing raw data, the
consortium agrees on clinically plausible global minimum and maximum bounds for each
attribute, which are published through PolicyChain as configuration parameters.

H. Levy Grasshopper Optimization Algorithm for Feature Selection
Feature selection is formulated as a binary optimization problem in which each candidate

solution is a vector indicating which features are retained. In the standard GOA, the position of
the i-th grasshopper in dimension d is updated according to the social interaction among all
other grasshoppers and the attraction towards the best solution found so far, T_d [9]:

X_i^d = c · Σ_{j≠i} [ c · (ub_d − lb_d)/2 · s(|X_j^d − X_i^d|) · (X_j − X_i)/d_ij ] + T_d (4)

where s(r) = f e^(−r/l) − e^(−r) is the social force function with attraction intensity f and
attractive length scale l, d_ij is the Euclidean distance between grasshoppers i and j, and ub_d
and lb_d are the bounds of the search space. The coefficient c decreases linearly over iterations
to shrink the comfort zone:
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c = c_max − t · ( c_max − c_min ) / T_max (5)

To strengthen exploration, a Levy flight perturbation is added to the position update. Step
lengths are generated using Mantegna's algorithm:

Levy(λ) = u / |v|^(1/λ), u ~ N(0, σ_u²), v ~ N(0, 1) (6)

where σ_u is computed from gamma functions of λ, with λ = 1.5 used in this study. The
updated position is X_i^d ← X_i^d + α ⊕ Levy(λ), where α is a scaling factor and ⊕ denotes
element-wise multiplication. Continuous positions are mapped to binary selections through a
sigmoid transfer function, and a feature is selected if the transformed value exceeds a uniform
random number. The fitness function balances classification error and subset size:

Fitness = ω · E_cls + ( 1 − ω ) · |S| / |F| (7)

where E_cls is the validation error of a lightweight classifier trained on the selected subset S,
|F| is the total number of features, and ω = 0.9 prioritizes accuracy. Reducing the feature
dimension lowers the size of each model update, which directly reduces communication and on-
chain validation cost in the federated stage.

I. Blockchain-Based Federated Learning with XAI-Assisted Aggregation
Let K be the set of participating clients, with client k holding n_k samples and n = Σ n_k. In

round t, each client initializes from the current global model w_t and performs E local epochs of
training on its selected features to obtain w_k^(t+1). Before submission, the client computes a
fingerprint of its update:

h_k^t = SHA-256( w_k^(t+1) || id_k || t || nonce ) (8)

and submits the pair (h_k^t, σ_k^t), where σ_k^t is a signature, to the blockchain, while the
model parameters are sent to the validating committee. Validators recompute the hash of the
received update and compare it with the on-chain fingerprint, verify the signature, and apply
screening checks that discard updates whose norm or cosine similarity to the median update is
anomalous. Only updates that pass validation are recorded as accepted by a consensus
transaction. The global model is then obtained by federated averaging over the accepted set A_t:

w_(t+1) = Σ_{k ∈ A_t} ( n_k / n_A ) · w_k^(t+1), n_A = Σ_{k ∈ A_t} n_k (9)

To support transparency, the aggregation step is accompanied by XAI. Feature-attribution
scores are computed for the aggregated model on a held-out reference set, using Shapley-value
based attributions [13], and the importance vector is compared with that of the previous round.
A large unexplained shift in attribution, or a shift towards features that are clinically implausible,
raises an alert that is written to LogChain and triggers a closer inspection of the contributing
updates. The hash of the aggregated global model is also anchored on the blockchain so that
every client can verify that the model it downloads is the model that was agreed upon.

J. Entropy Deep Belief Network for Attack Detection and Disease Prediction
The final stage uses an Entropy Deep Belief Network. The DBN consists of stacked Restricted

BoltzmannMachines (RBMs), each defined by the energy function [10]:

E( v, h ) = − aᵀ v − bᵀ h − vᵀ W h (10)

where v and h are the visible and hidden unit vectors, a and b are their biases, and W is the
weight matrix. Each RBM is pretrained with contrastive divergence, and the network is
subsequently fine-tuned with a softmax output layer by back-propagation. The entropy
component is introduced in two ways. First, during fine-tuning an entropy regularizer is added
to the cross-entropy loss to avoid overconfident outputs and improve calibration:

L = − Σ_c y_c log p_c − λ · H( p ), H( p ) = − Σ_c p_c log p_c (11)
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where λ controls the strength of the regularizer. Second, at inference time the predictive
entropy H(p) of each input is used as an uncertainty signal. The EDBN performs two tasks with a
shared representation. The disease prediction head classifies a record as positive or negative for
heart disease or malignancy. The attack detection head classifies a transaction, update, or record
as benign or malicious, using features derived from update statistics and access patterns. An
input is flagged as suspicious if the attack head predicts the malicious class or if its predictive
entropy exceeds a threshold τ calibrated on validation data so that the false alarm rate on benign
inputs does not exceed 2%.

K. Evaluation Metrics
Security and system metrics include the tamper detection rate (the fraction of injected

modifications that are detected), unauthorized access rejection rate, storage and retrieval
latency, and consortium throughput in transactions per second (TPS). Predictive performance is
measured using accuracy, precision, recall, and F1-score:

Accuracy = (TP + TN) / (TP + TN + FP + FN) (12)

F1 = 2 · Precision · Recall / (Precision + Recall) (13)

with Precision = TP / (TP + FP) and Recall = TP / (TP + FN). Results for stochastic
components are averaged over ten independent runs.

5. EXPERIMENTAL SETUP

A. Infrastructure and Software Environment
The consortium network was deployed with Hyperledger Fabric version 2.5 with five

organizations, corresponding to H1 to H5, each running two peers and sharing a Raft ordering
service of five nodes. Each organization operated its own certificate authority for identity
management. The four chaincodes were implemented in Go and deployed on a single channel
with endorsement policies requiring approval by a majority of organizations. The IPFS network
consisted of six storage nodes with private swarm keys, replication factor three, and a 256 KB
chunk size. The client application was implemented with a Node.js back end and a web front end,
performing AES-256-GCM encryption through the Web Crypto API. Machine learning
components were implemented in Python with PyTorch and scikit-learn. Experiments were
executed on virtual machines with 8 vCPUs, 32 GB memory, and 1 Gbps network links,
simulating a wide-area deployment through added latency of 20 to 60 ms between organizations.

B. Datasets
Two public clinical datasets from the UCI Machine Learning Repository were used to evaluate

the federated pipeline [14]. The Heart Disease dataset combines records from several clinical
sites and contains attributes such as age, sex, chest pain type, resting blood pressure, serum
cholesterol, and maximum heart rate. The Breast Cancer Wisconsin (Diagnostic) dataset
contains 569 samples with 30 numerical features computed from digitized images of fine needle
aspirates of breast masses, labeled benign or malignant. Both datasets were partitioned among
five simulated clients using a non-identically distributed split to reflect heterogeneity between
institutions. Table II summarizes the datasets and partitions.

TABLE II. Dataset Description and Federated Partitioning
Dataset Samples Features Classes Clients

Heart Disease 920 13 Disease / No disease 5

Breast Cancer Wisconsin 569 30 Malignant / Benign 5

Attack records (synthetic) 4,000 18 Benign / Malicious 5

Because the public datasets do not contain attack behavior, a synthetic attack set was
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generated to evaluate attack detection. It includes poisoned model updates generated through
label flipping and gradient scaling, replayed and forged transactions, and abnormal access
patterns such as bursts of denied requests. Attack records constitute 25% of the set. Each
dataset was divided into 70% training, 15% validation, and 15% testing sets, and the split was
stratified by class.

C. Hyperparameters and Baselines

TABLE III. Principal Hyperparameter Settings
Component Setting

LGOA Population 30, T_max = 100, c_max = 1, c_min = 0.00004, λ = 1.5, ω = 0.9

Federated learning 50 rounds, 5 local epochs, batch size 32, learning rate 0.01

EDBN Three RBM layers (64-32-16), CD-1 pretraining, entropy weight λ = 0.05

Consensus Raft ordering, batch timeout 2 s, block size 100 transactions

Encryption / hashing AES-256-GCM, SHA-256, ECDSA (P-256)

Four baselines were used for comparison. The first is a centralized cloud store with server-
side encryption and a database audit log. The second is an IPFS store with a single-chain ledger
that stores only file hashes. The third is a blockchain-based federated learning scheme without
feature selection or entropy modeling, using a standard DBN. The fourth is conventional
federated averaging without blockchain validation. The proposed framework is denoted BC-
LGOA-EDBN in the tables that follow.

D. Security Test Scenarios
Three families of security tests were executed. In the integrity test, 1,000 stored objects

were randomly selected and a single byte was altered at the storage node level, after which
verification was attempted through the framework. In the access-control test, 1,000
unauthorized requests, including requests from unregistered users, expired grants, and revoked
providers, were submitted to the chaincode. In the poisoning test, a fraction of clients, from 10%
to 40%, submitted manipulated updates in each round.

6. RESULTS

A. Integrity Verification and Access Control
The first set of experiments examines whether the framework detects tampering and rejects

unauthorized access. Table IV summarizes the outcomes. For all tampered objects, recomputing
the SHA-256 digest of the retrieved ciphertext yielded a CID different from the on-chain value, so
the modification was detected before decryption. In the baseline with a centralized audit log,
modifications made by an insider with database access were detected less reliably, because the
audit log resided in the same trust domain as the data.

TABLE IV. Tamper Detection and Unauthorized Access Rejection
Scenario Centralized

cloud
IPFS + single

chain
BC-LGOA-EDBN Trials

Byte-level tampering detected
(%)

81.4 99.2 100.0 1,000

Unauthorized access rejected
(%)

93.7 88.5 99.8 1,000

Audit entries recoverable after
attack (%)

62.0 97.5 100.0 1,000

Replay transaction rejected
(%)

90.1 96.3 99.6 1,000

The proposed framework rejected 99.8% of unauthorized requests. The few residual cases
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corresponded to requests arriving within the propagation window of a policy revocation, before
the revocation block had been committed at all endorsing peers. Importantly, these events were
still recorded in LogChain, so they remained auditable.

B. Storage and Retrieval Latency
Table V reports mean end-to-end latency for storing and retrieving objects of different sizes.

Storage latency includes client-side encryption, IPFS upload, and the on-chain transaction
recording the CID and minting the NFT. Retrieval latency includes the policy check, IPFS fetch,
digest verification, and decryption. Latency grows approximately linearly with object size
because it is dominated by network transfer and encryption, while the on-chain portion remains
close to constant at about 0.9 s per transaction.

TABLE V. Mean Storage and Retrieval Latency (seconds)
Object size Store: centralized Store: proposed Retrieve:

centralized
Retrieve:
proposed

100 KB 0.21 1.14 0.12 0.38

1 MB 0.48 1.52 0.31 0.62

10 MB 1.96 3.28 1.34 1.71

100 MB 14.8 16.4 10.9 11.5

C. Consortium Throughput
Throughput of the control layer was measured while varying the number of participating

organizations from three to ten. As shown in Table VI, throughput decreases and latency
increases as more organizations participate, because each transaction requires more
endorsements and the ordering service must replicate to more nodes. With the five-organization
configuration used in this study, the network sustained 412 TPS for read-dominated workloads
and 186 TPS for write-dominated workloads, which is well above the transaction rates of a
regional hospital network.

TABLE VI. Consortium Throughput and Commit Latency versus Number of
Organizations

Organizations Write TPS Read TPS Commit latency (s)

3 241 486 0.71

5 186 412 0.92

7 148 359 1.18

10 109 301 1.63

D. Effect of LGOA Feature Selection
The effect of LGOA was compared against the full feature set and against two widely used

alternatives, the standard GOA and particle swarm optimization (PSO). Table VII presents the
number of selected features and the resulting accuracy using the same lightweight classifier.
LGOA retained fewer features than the alternatives while achieving the highest accuracy on both
datasets. Fewer features also shrink each model update by roughly 40 to 60%, lowering the
communication and validation cost of each federated round.

TABLE VII. Feature Selection Comparison (Selected Features / Accuracy%)
Dataset All features PSO GOA LGOA

Heart Disease 13 / 86.9 8 / 89.7 7 / 90.8 6 / 92.4

Breast Cancer Wisconsin 30 / 95.1 15 / 96.3 13 / 96.9 11 / 97.8

E. Disease Prediction Performance
Table VIII reports the performance of the full pipeline on the held-out test sets after 50

federated rounds. The proposed pipeline achieved an accuracy of 93.7% on the Heart Disease
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dataset and 98.2% on the Breast Cancer Wisconsin dataset, with correspondingly high precision,
recall, and F1-scores. The gap between federated and centralized training on the combined data
was below one percentage point, indicating that the privacy-preserving training does not
substantially sacrifice predictive quality.

TABLE VIII. Disease Prediction Performance of the Proposed Pipeline (%)
Dataset Accuracy Precision Recall F1-score

Heart Disease 93.7 93.1 94.2 93.6

Breast Cancer Wisconsin 98.2 98.0 98.6 98.3

Table IX compares the proposed approach against the baselines on the Heart Disease dataset.
The blockchain-validated approaches outperform plain federated averaging when a fraction of
clients is malicious, because poisoned updates are screened out before aggregation. Among them,
the proposed pipeline attains the highest accuracy, indicating that LGOA-selected features and
the entropy-regularized DBN contribute beyond the blockchain validation alone.

TABLE IX. Accuracy under 20%Malicious Clients (Heart Disease, %)
Method Accuracy F1-score

Federated averaging (no
blockchain)

78.3 77.1

Blockchain FL with standard DBN 88.6 87.9

Blockchain FL with GOA and DBN 90.4 89.8

BC-LGOA-EDBN (proposed) 93.1 92.7

F. Attack Detection
Table X presents attack detection performance on the synthetic attack set, broken down by

attack type. The EDBN detected 97.9% of attacks overall with a false alarm rate of 1.8%. Label-
flipping and gradient-scaling poisoning were detected with the highest recall, since they leave
strong statistical signatures in update norms and attribution shifts. Replay and forged
transaction attacks were detected with near-perfect recall, aided by signature and nonce checks
on the chain.

TABLE X. Attack Detection Performance of the EDBN
Attack type Precision (%) Recall (%) F1 (%) FAR

(%)

Label-flipping poisoning 98.4 98.7 98.5 1.5

Gradient-scaling poisoning 98.9 99.1 99.0 1.2

Replay / forged transactions 99.2 99.6 99.4 0.9

Low-intensity access
anomalies

93.8 92.6 93.2 3.9

Overall 97.4 97.9 97.6 1.8

Under increasing fractions of malicious clients, the global model accuracy of the proposed
pipeline degraded gracefully, from 93.7% with no attackers to 92.4% at 10%, 91.0% at 20%, and
87.6% at 40%, whereas plain federated averaging fell below 60% at 40% malicious clients.
These results show that validation by the committee combined with the entropy signal
substantially limits the damage of poisoning.

7. DISCUSSION
The results support the central premise of the framework: trust can be established on a

ledger while bulk data remains off-chain. Content addressing makes tampering self-evident,
because any change to an encrypted object changes its identifier, and the ledger prevents an
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adversary from silently replacing the reference. The NFT provides an explicit and transferable
statement of ownership that conventional hash-pointer designs lack, and LogChain turns every
access decision, including denials, into evidence that cannot be erased by a single institution. The
comparison with the centralized baseline in Table IV illustrates that placing the audit trail in the
same trust domain as the data weakens detection, which is the principal motivation for
decentralizing control.

The analytics pipeline shows that feature selection, blockchain validation, and entropy
modeling are complementary. LGOA reduces dimensionality and therefore communication and
validation cost. Blockchain validation guarantees that only attributable, unmodified updates
reach the aggregator. The EDBN adds a statistical line of defense against attacks that pass
cryptographic checks but are anomalous in behavior, such as carefully scaled poisoned gradients.
The XAI step has a different role: it does not directly improve accuracy but provides
interpretability that helps clinicians and auditors understand and trust the aggregated model,
and it can expose drift towards clinically implausible features.

Several limitations should be acknowledged. First, the framework relies on the assumption
that fewer than one third of validators are Byzantine, which may not hold if institutions collude.
Second, anchoring hashes guarantees detection of tampering but not availability; if all replicas of
an object are lost, the data cannot be recovered, so replication policies and incentive or pinning
agreements among institutions remain essential. Third, the consortium throughput decreases as
organizations are added, so very large federations may require sharding or multiple channels.
Fourth, the public datasets used are small and the attack data are synthetic, so the reported
detection rates should be regarded as indicative rather than definitive; validation on real
operational traffic is required. Fifth, immutability is in tension with data protection regulations
that grant a right to erasure. The framework mitigates this tension by keeping personal content
off-chain and encrypted, so that deleting the data key and the off-chain object renders the on-
chain hash non-identifying, but legal interpretation varies by jurisdiction.

8. CONCLUSION
This paper presented a blockchain-based framework for enhancing data integrity and privacy

protection in cloud storage networks. The framework combines an access layer for patients and
providers, a control layer implemented as a consortium blockchain with EHRChain,
DiagnosisChain, PolicyChain, and LogChain chaincodes, and a storage layer based on IPFS.
Encrypted data is held off-chain, content identifiers derived through SHA2-256, multihash, and
Base58 are anchored on-chain, and NFT-based proofs of ownership link data to its owner. A
blockchain-validated federated learning pipeline with min-max normalization, LGOA feature
selection, XAI-assisted federated averaging, and an Entropy Deep Belief Network supports
collaborative disease prediction and attack detection without sharing raw data.

The evaluation showed complete detection of injected tampering, near-complete rejection of
unauthorized access, moderate latency overhead relative to a centralized store, and prediction
accuracy of 93.7% and 98.2% on the Heart Disease and Breast Cancer Wisconsin datasets,
respectively, with an overall attack detection recall of 97.9%. The findings indicate that a layered
design that keeps bulk data off-chain while anchoring evidence, policy, and audit on a
consortium ledger can strengthen both integrity and privacy without prohibitive cost. Future
work will address differential privacy, zero-knowledge policy verification, scalability to larger
federations, and validation in real clinical environments.
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