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Abstract

The protection and control equipment of a power system is easy to overlook, tucked away in
substation cabinets and rarely noticed until something goes wrong, yet it is precisely this
equipment that decides whether a fault becomes a contained, momentary event or cascades into
a blackout affecting millions. Managing the integrity of these assets has traditionally been
treated as an engineering reliability problem, but that framing has become too narrow, because
modern protection and control equipment is digital, networked, operated by people under
pressure, and expensive to own over its full life, so its integrity now depends on reliability,
cybersecurity, human factors, and lifecycle economics together. This paper proposes a multi-
criteria, risk-informed asset integrity framework for power system protection and control
equipment that deliberately bridges these four dimensions rather than treating them in isolation.
The framework scores each asset against the four dimensions, weights and combines them into
an integrated, risk-informed integrity index that reflects both the condition of the asset and the
consequence of its failure, and uses this index to prioritize maintenance, replacement, and
investment decisions. Using a conceptual and analytical approach grounded in the relevant
literature, we develop the framework, define its criteria and their aggregation, and demonstrate
through analysis how integrating the four dimensions changes asset prioritization compared
with reliability-only approaches. The analysis shows that assets ranking as low-priority on
reliability alone can rank as high-priority once cybersecurity exposure, human-factors
vulnerability, and lifecycle economics are included, so that the integrated framework surfaces
risks that conventional approaches miss. The paper concludes that a multi-criteria, risk-
informed approach provides a more complete and defensible basis for managing the integrity of
protection and control assets, and it discusses the data, weighting, and organizational challenges
of applying it.

Keywords: Asset integrity protection & control, multi-criteria decision analysis, risk-informed
maintenance cybersecurity, lifecycle economics

1. Introduction

In the vast and intricate machine that is a modern power system, few components carry as much
responsibility for so little recognition as the protection and control equipment. These are the
relays, controllers, and associated systems that continuously watch over the grid and act, within
milliseconds, to isolate faults, protect equipment, and maintain stability when something goes
wrong [1]. Their role is fundamentally that of a guardian: when a fault occurs, it is the protection
system that decides whether the fault is contained quickly and locally, causing minimal
disruption, or whether it spreads, potentially cascading into the kind of large-scale blackout that
can affect millions of people and cause enormous economic damage [2]. The integrity of this
equipment, its ability to function correctly when called upon, is therefore central to the
reliability and security of the entire power system, and managing that integrity is a matter of
real consequence.

For much of the history of the field, managing the integrity of protection and control assets
was understood primarily as a reliability engineering problem. The equipment was largely
electromechanical, self-contained, and physical, and the central questions were about its
condition, its ageing, and its likelihood of failing to operate correctly, addressed through
inspection, testing, and maintenance aimed at keeping the hardware working [3]. This
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reliability-centered view served reasonably well for the equipment of an earlier era, and it
remains important, but it has become increasingly inadequate to the realities of modern
protection and control equipment, whose nature has changed profoundly.

Several developments have transformed the problem. First, protection and control
equipment has become digital and networked, with modern relays and controllers being
sophisticated computers connected to communication networks, which introduces an entirely
new dimension of risk, namely cybersecurity, since networked digital equipment can be attacked,
compromised, or disrupted through cyber means in ways that physical equipment could not [4].
The security of protection and control assets against cyber threats has become a serious concern,
particularly given their critical role and the growing threat to critical infrastructure. Second, the
equipment is operated and maintained by people, and the correct functioning of protection and
control depends not only on the equipment itself but on the humans who configure, test, and
operate it, whose errors can compromise integrity as surely as equipment failure, making human
factors an essential dimension [5]. Third, the equipment is expensive to own over its full life, and
decisions about maintaining, upgrading, and replacing it involve substantial costs and long time
horizons, so that lifecycle economics, the full cost of ownership over the asset's life, is a crucial
consideration in managing its integrity [6].

These developments mean that the integrity of modern protection and control equipment
depends not on reliability alone but on reliability, cybersecurity, human factors, and lifecycle
economics together, and that managing it well requires considering all four. Yet these
dimensions have traditionally been addressed separately, by different specialists using different
methods, with reliability engineers focused on equipment condition, security specialists on
cyber threats, human-factors experts on operator error, and asset managers on economics, and
this fragmentation means that no single view captures the integrity of an asset in the round [7].
An asset might be judged sound on reliability grounds while carrying serious cybersecurity
exposure, or economically due for replacement while remaining reliable, and considering each
dimension in isolation risks missing the overall integrity picture and misdirecting resources.

The central argument of this paper is that managing the integrity of protection and control
assets well requires a multi-criteria, risk-informed framework that deliberately bridges these
four dimensions, integrating them into a single view that reflects both the condition of an asset
across all four and the risk that its failure would pose. Such a framework would allow assets to
be assessed and prioritized on the basis of their integrity in the round, surfacing risks that any
single dimension would miss and directing maintenance, replacement, and investment where
they are most needed. The gap this paper addresses is that while each dimension has been
studied, an integrated framework that brings them together in a risk-informed way specifically
for protection and control asset integrity is needed, and developing such a framework is the aim
of the study.

Accordingly, the paper pursues several objectives. The first is to establish the four
dimensions relevant to the integrity of modern protection and control equipment and the
limitations of considering them separately. The second is to develop a multi-criteria, risk-
informed framework that integrates the four dimensions into a single integrity index. The third
is to demonstrate, through analysis, how integrating the dimensions changes asset prioritization
compared with reliability-only approaches. The fourth is to consider the practical challenges of
applying the framework. The remainder of the paper reviews the relevant literature, describes
the analytical approach, sets out the framework and its aggregation, presents the analysis of how
integration changes prioritization with supporting figures, discusses the implications and
challenges, and concludes.

2. LITERATURE REVIEW

The literature relevant to this study spans asset integrity and reliability management for
power system equipment, the cybersecurity of protection and control systems, human factors in
their operation, lifecycle economics and asset management, and the multi-criteria decision
methods that can integrate these dimensions.

The foundational literature concerns asset integrity and reliability management for power
system protection and control. It documents the critical role of protection and control
equipment in power system reliability and the traditional focus on managing the integrity of this
equipment through condition assessment, testing, and maintenance aimed at ensuring correct
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operation [1]. This literature establishes the reliability-centered approaches that have
dominated the field, including condition-based and risk-based maintenance, which prioritize
maintenance according to equipment condition and the consequence of failure, and it
emphasizes the importance of the equipment functioning correctly when called upon [3]. A
recurring theme is the shift from time-based to condition-based and risk-based approaches,
reflecting a growing sophistication in how reliability is managed, though the focus remains
largely on the reliability dimension.

The literature on cybersecurity of protection and control systems forms a second and
increasingly prominent strand. It documents the transformation of protection and control
equipment into digital, networked systems and the consequent emergence of cybersecurity as a
critical concern, since these systems can now be targeted by cyber threats that could disrupt
their operation with serious consequences for the power system [4]. This literature establishes
cybersecurity as an essential dimension of the integrity of modern protection and control
equipment, distinct from traditional reliability, and it describes the growing attention to
securing critical infrastructure against cyber threats, while noting that cybersecurity has often
been addressed separately from reliability-focused asset management [7].

The third strand concerns human factors in the operation and maintenance of protection and
control systems. This literature recognizes that the correct functioning of protection and control
depends not only on the equipment but on the people who configure, test, operate, and maintain
it, and that human error is a significant contributor to protection and control problems [5]. It
establishes human factors as a genuine dimension of integrity, since errors in setting, testing, or
operating the equipment can compromise its correct functioning regardless of the equipment's
own condition, and it argues that managing integrity well requires attention to the human
element alongside the technical, an element that reliability-focused approaches have often
underweighted.

The fourth strand concerns lifecycle economics and asset management for power system
equipment. This literature frames the management of assets in terms of their whole-life cost and
value, considering not only the immediate condition of equipment but the full economics of
owning, maintaining, upgrading, and replacing it over its life, and it establishes lifecycle
economics as central to sound asset management decisions [6]. It connects asset management to
the balancing of cost and risk over time, arguing that decisions about maintenance and
replacement should consider the economic dimension alongside the technical, and it reflects the
broader development of asset management as a discipline that integrates condition, risk, and
cost.

The fifth strand concerns the multi-criteria decision methods needed to integrate these
dimensions. This literature documents methods for making decisions that involve multiple,
sometimes conflicting criteria, allowing diverse dimensions to be weighted and combined into
an integrated assessment that supports prioritization [8]. It establishes multi-criteria decision
analysis as a suitable approach for problems where several distinct considerations must be
balanced, and it has been applied to asset management and maintenance prioritization,
providing the methodological basis for integrating reliability, cybersecurity, human factors, and
lifecycle economics into a single framework. Reviews of asset management increasingly
advocate integrated, risk-informed, multi-dimensional approaches, arguing that managing the
integrity of critical assets well requires bringing together the several dimensions that bear on it
rather than treating them in isolation, while noting the challenges of data, weighting, and
integration [9]. The present study contributes to this direction, developing a multi-criteria, risk-
informed framework that integrates the four dimensions for protection and control asset
integrity.

3. METHODOLOGY

3.1. Research Approach

This study adopts a conceptual and analytical approach, drawing on the relevant literature to
develop a multi-criteria, risk-informed asset integrity framework for protection and control
equipment and to analyze how integrating the four dimensions affects asset prioritization. This
approach is appropriate because the study's aim is to develop and demonstrate a framework
that integrates several dimensions into a coherent decision-support tool, which is a task of
framework construction and analysis rather than of primary data collection [9]. The approach
allows the study to build on the established knowledge across the relevant fields, reliability,
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cybersecurity, human factors, lifecycle economics, and multi-criteria decision analysis, while
contributing the integrated framework that the fragmented state of that knowledge lacks.

3.2. The Four Integrity Dimensions

The framework rests on four dimensions established as relevant to the integrity of modern
protection and control equipment. Reliability captures the condition of the equipment and its
likelihood of functioning correctly, the traditional focus of integrity management [3].
Cybersecurity captures the exposure of the networked, digital equipment to cyber threats that
could compromise its operation [4]. Human factors captures the vulnerability of the equipment's
correct functioning to human error in its configuration, testing, operation, and maintenance [5].
Lifecycle economics captures the whole-life cost and economic position of the asset, including
the costs of maintaining, upgrading, and replacing it [6]. Each dimension is assessed for an asset,
and the framework integrates the four into a single view of the asset's integrity.

3.3. Risk-Informed Scoring

The framework is risk-informed, meaning that it considers not only the condition of an asset
across the dimensions but the risk that its failure would pose, combining the likelihood of a
problem with the consequence of that problem for the power system [1]. Risk in this sense can
be represented as the product of a likelihood and a consequence,

R =L \times C

where R is the risk, L the likelihood of failure or compromise, and C the consequence of that
failure for the power system. This risk-informed orientation ensures that the framework
prioritizes not merely assets in poor condition but assets whose poor condition, across any of
the dimensions, would pose the greatest risk, so that a highly critical asset with a moderate
problem may warrant more attention than a less critical asset with a severe problem. The
consequence term reflects the criticality of the asset within the power system, capturing the
importance of its correct functioning.

3.4. Multi-Criteria Aggregation

The framework aggregates the four dimensions into a single integrated integrity index using
a multi-criteria approach, in which each dimension is scored, weighted according to its
importance, and combined [8]. The integrated integrity index for an asset can be expressed as a
weighted combination of its risk-informed scores across the four dimensions,

4
I = Wi, Nk
k=1

where I is the integrated integrity index, r, is the risk-informed score for dimension k
(reliability, cybersecurity, human factors, and lifecycle economics), wy is the weight assigned to
that dimension reflecting its relative importance, and the weights sum to one. This aggregation
produces a single index that reflects an asset's integrity across all four dimensions in a risk-
informed way, allowing assets to be assessed and prioritized on an integrated basis rather than
on any single dimension. The weighting allows the relative importance of the dimensions to be
reflected and adjusted according to the priorities and context of the organization applying the
framework.
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Figure 1. Architecture of the multi-criteria, risk-informed asset integrity framework.
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Figure 1. Architecture of the multi-criteria, risk-informed asset integrity framework

4. FRAMEWORK STRUCTURE AND CRITERIA

4.1 The Logic of Integration

The framework's central logic is that the integrity of a modern protection and control asset is
a function of all four dimensions, so that assessing any one in isolation gives an incomplete and
potentially misleading picture, whereas integrating them gives a complete one. The logic runs as
follows. An asset's ability to fulfill its protective function correctly when needed depends on its
being in good condition (reliability), secure against cyber compromise (cybersecurity), correctly
configured and operated by people (human factors), and economically sound to retain (lifecycle
economics), and a serious deficiency in any dimension threatens its integrity [7]. Because the
dimensions are distinct and a deficiency in one may not be visible in another, only by assessing
all four and integrating them can the true integrity and risk of an asset be understood. The
framework therefore assesses each dimension, scores it in a risk-informed way, and aggregates
the scores into an integrated index that captures the asset's integrity in the round, which is then
used to prioritize decisions.

4.2 The Reliability Dimension

The reliability dimension assesses the condition of the equipment and its likelihood of
functioning correctly, drawing on the established methods of condition and reliability
assessment [3]. It considers factors such as the age and condition of the equipment, its
maintenance and failure history, and indicators of its likely future performance, producing a
score reflecting the risk that the equipment will fail to operate correctly. This dimension is the
traditional focus of integrity management and remains essential, capturing the fundamental
question of whether the equipment itself is in a condition to perform its function, but in the
integrated framework it is one of four dimensions rather than the whole of the assessment.

4.3 The Cybersecurity Dimension

The cybersecurity dimension assesses the exposure of the digital, networked equipment to
cyber threats that could compromise its operation [4]. It considers factors such as the
equipment's connectivity and exposure, the security measures protecting it, and its vulnerability
to known threats, producing a score reflecting the risk that the equipment could be
compromised through cyber means. This dimension is essential for modern equipment precisely
because it captures a risk entirely absent from traditional reliability assessment, since a relay in
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perfect physical condition may nonetheless be highly vulnerable to cyber compromise, and its
inclusion is one of the key ways the integrated framework surfaces risks that reliability-only
approaches miss.

4.4 The Human Factors Dimension

The human factors dimension assesses the vulnerability of the equipment's correct
functioning to human error in its configuration, testing, operation, and maintenance [5]. It
considers factors such as the complexity of the equipment and its settings, the potential for and
history of human error, and the procedures and training that guard against it, producing a score
reflecting the risk that human error could compromise the equipment's correct functioning. This
dimension recognizes that even sound, secure equipment can fail to protect correctly if it is
misconfigured or mishandled by people, and its inclusion ensures that the framework accounts
for the human element that reliability-focused approaches have often underweighted.

4.5 The Lifecycle Economics Dimension

The lifecycle economics dimension assesses the whole-life cost and economic position of the
asset, considering the costs of maintaining, upgrading, and replacing it over its life [6]. It
considers factors such as the ongoing cost of keeping the asset in service, its remaining economic
life, and the economics of replacement or upgrade, producing a score reflecting the economic
dimension of decisions about the asset. This dimension recognizes that integrity management is
not only a technical but an economic matter, since decisions about maintaining, upgrading, or
replacing equipment involve substantial costs and trade-offs, and its inclusion ensures that the
framework supports decisions that are economically as well as technically sound.

5. ANALYSIS

5.1 How Integration Changes Asset Prioritization

The central analytical demonstration of the framework is that integrating the four
dimensions changes asset prioritization compared with reliability-only approaches, surfacing
risks that the conventional single-dimension view misses. Table 1 illustrates how a set of assets
might be scored across the four dimensions and how their integrated ranking differs from their
reliability-only ranking.

Table 1. Illustrative asset scores across dimensions and resulting rankings (higher
score = higher risk/priority).

Asse | Reliabilit | Cybersecurity | Human Lifecycle Integrated Reliability- Integrated
t y factors econ. index only rank rank

A 0.72 0.31 0.40 0.55 0.53 1 3

B 0.38 0.88 0.52 0.44 0.57 4 2

C 0.41 0.35 0.81 0.39 0.50 3 4

D 0.55 0.79 0.62 0.71 0.67 2 1

The illustration makes the framework's value concrete. Under a reliability-only view, asset A
ranks highest priority because its reliability score is worst, and asset B ranks low because its
reliability is good. But once the other dimensions are included, the picture changes: asset B,
though reliable, carries a very high cybersecurity risk that makes it a serious concern the
reliability-only view entirely missed, and it rises to second priority. Asset D, moderate on
reliability, rises to top priority once its high cybersecurity, human-factors, and economic risks
are combined. Asset A, meanwhile, falls in priority because its risks, though real on reliability,
are lower across the other dimensions. This reordering demonstrates that the integrated
framework directs attention differently, and more completely, than the reliability-only approach,
surfacing high-risk assets that conventional assessment would overlook.
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Figure 2. Reliability-only versus integrated asset prioritization.

5.2 The Contribution of Each Dimension

The analysis shows that each of the four dimensions contributes distinct information to the
integrated assessment, capturing risks that the others do not, which is why integrating them
yields a more complete picture than any single dimension. Table 2 summarizes the distinct
contribution of each dimension and the risk it captures that the others miss.

Table 2. Distinct contribution of each integrity dimension.

Dimension Risk it captures Missed if omitted

Reliability Equipment failing to operate Physical/condition-based failure
Cybersecurity Cyber compromise of operation | Attack on sound equipment

Human factors Error in configuration/operation | Mishandling of sound, secure equipment
Lifecycle economics | Uneconomic retention Cost-inefficient asset decisions

The table underscores why all four dimensions are needed. Each captures a genuinely distinct
way in which an asset's integrity or the soundness of decisions about it can be compromised,
and omitting any one leaves a blind spot: omit cybersecurity and cyber-vulnerable assets go
unnoticed; omit human factors and error-prone configurations are missed; omit lifecycle
economics and technically sound but uneconomic assets are retained wastefully. Because the
dimensions are complementary rather than overlapping, integrating them provides coverage
that no single dimension can, which is the fundamental rationale for the multi-criteria approach
and the source of its advantage over reliability-only assessment.

5.3 The Effect of Weighting

The analysis also examines how the weighting of the dimensions affects the integrated
assessment, since the weights reflect the relative importance assigned to each dimension and
can be adjusted according to context and priorities. Table 3 illustrates how different weighting
emphases shift the integrated priority of assets.

Table 3. Effect of weighting emphasis on integrated asset priority (illustrative top-
priority asset).
| Weighting emphasis | Emphasized dimension(s) | Resulting top-priority asset |
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Balanced All equal D
Reliability-focused Reliability A
Security-focused Cybersecurity B
Economics-focused Lifecycle economics D

The illustration shows that the weighting matters and that the framework accommodates
different priorities. Under balanced weighting, asset D ranks top; under a security-focused
weighting reflecting heightened concern about cyber threats, asset B, the most cyber-vulnerable,
rises to top; under a reliability-focused weighting, asset A returns to top. This flexibility is a
feature rather than a weakness, since it allows an organization to reflect its own priorities, risk
appetite, and context in the assessment, emphasizing the dimensions it judges most important. It
does, however, mean that the weighting must be chosen thoughtfully and transparently, since it
influences the results, and the analysis highlights the importance of setting the weights in a
considered, justifiable way rather than arbitrarily.

(A) Integrated integrity index of assets under different weightings
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Figure 3. Sensitivity of asset prioritization to dimension weighting.

5.4 From Assessment to Decision

The analysis emphasizes that the framework's ultimate purpose is to support better decisions
about protection and control assets, translating the integrated integrity assessment into
prioritized action. The integrated index identifies which assets pose the greatest overall risk and
therefore warrant the most attention, and the profile of an asset across the dimensions indicates
what kind of action is needed: an asset high on cybersecurity risk needs security measures, one
high on human-factors risk needs improved procedures or training, one high on reliability risk
needs maintenance, and one high on lifecycle-economics risk may warrant replacement. The
framework thus supports not only prioritization but the targeting of the appropriate response to
the specific nature of each asset's risk, allowing maintenance, upgrade, security, training, and
replacement decisions to be directed where they will most improve integrity. This linkage from
integrated assessment to targeted decision is where the framework delivers its practical value,
ensuring that limited resources are directed to the assets and the actions that most reduce risk.

6. DISCUSSION

The analysis presented here supports the study's central argument that managing the integrity
of modern protection and control assets well requires a multi-criteria, risk-informed framework
that bridges reliability, cybersecurity, human factors, and lifecycle economics, rather than
treating these dimensions in isolation. This argument rests on the recognition that the integrity
of modern protection and control equipment depends on all four dimensions, and that
considering any one alone gives an incomplete and potentially misleading picture, whereas
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integrating them gives a complete and more defensible basis for decisions.

The most important finding, demonstrated concretely in the analysis, is that integrating the
four dimensions changes asset prioritization, surfacing high-risk assets that a reliability-only
view misses. The illustration of an asset that ranks low on reliability but high on cybersecurity,
and that rises sharply in priority once the integrated view is taken, captures the essential value
of the framework: it reveals risks that the conventional single-dimension approach cannot see,
and it directs attention and resources accordingly. This is significant because misdirected
attention is costly in a domain where the consequences of asset failure can be severe, and
because the reliability-only approach, though well established, is increasingly inadequate to
equipment whose most serious vulnerabilities may lie outside the reliability dimension entirely.
The framework's ability to surface these hidden risks is its principal contribution.

The finding that each dimension contributes distinct information reinforces the rationale for
integration. Because reliability, cybersecurity, human factors, and lifecycle economics each
capture a genuinely different way in which integrity or sound decision-making can be
compromised, and because these are complementary rather than overlapping, integrating them
provides coverage that no single dimension can. This means the framework is not merely adding
detail to reliability assessment but bringing in whole categories of risk, cyber, human, and
economic, that reliability assessment omits, which is why the integrated view can differ so
substantially from the reliability-only view. The completeness of the coverage is what makes the
integrated assessment more defensible and more useful.

The examination of weighting highlights both a strength and a responsibility. The
framework's accommodation of different weightings allows it to reflect an organization's own
priorities, risk appetite, and context, which is valuable because different organizations and
circumstances legitimately weigh the dimensions differently, and because priorities shift, as
when heightened cyber threats warrant greater emphasis on security. But this flexibility also
means that the weighting must be chosen thoughtfully and transparently, since it influences the
results, and the framework's outputs are only as sound as the judgments embedded in its
weights. This places a responsibility on those applying the framework to set the weights in a
considered, justifiable, and transparent way, and it is a genuine consideration in applying the
approach rather than a mere technicality.

The framework's linkage from integrated assessment to targeted decision is where its
practical value is realized. By identifying not only which assets pose the greatest overall risk but
what kind of risk each poses, the framework supports the targeting of the appropriate response,
security measures, procedures, maintenance, or replacement, to the specific nature of each
asset's vulnerability. This ensures that the framework improves not just prioritization but the
effectiveness of the actions taken, directing limited resources to the assets and interventions
that most reduce risk. In a domain where resources are always constrained and the assets are
critical, this targeted, risk-informed direction of effort is a substantial practical benefit.

Several practical challenges must nonetheless be acknowledged honestly. The most
fundamental is data: the framework requires information to score each asset across four
dimensions, and obtaining reliable, comparable data across such diverse dimensions, condition,
cyber exposure, human-factors vulnerability, and economics, is genuinely difficult, since these
are assessed in different ways by different specialists and may not be readily available or
comparable. The challenge of scoring and normalizing the dimensions so that they can be
meaningfully combined is real, since the dimensions are measured differently and must be
brought to a common basis, which involves judgment. The setting of weights, as discussed,
requires careful, transparent judgment and affects the results. And there is an organizational
challenge, because the dimensions have traditionally been the province of different specialists
and functions, so applying an integrated framework requires bringing these together and
overcoming the fragmentation that the framework is designed to remedy, which is as much an
organizational as a technical undertaking. Finally, the framework, like any decision-support tool,
informs rather than replaces expert judgment, and its outputs must be interpreted by those with
the expertise to apply them wisely.

These challenges define directions for realizing the value and for further work. Developing
methods and data sources for scoring the dimensions reliably and comparably, and for
normalizing and combining them soundly, would strengthen the framework's application.
Establishing considered, transparent approaches to weighting would improve the defensibility
of its outputs. Fostering the organizational integration of the reliability, security, human-factors,
and asset-management functions would enable the framework to be applied as intended. And

472



Street Art & Urban Creativity, 12(4), 2026, pp. 464-477

validating the framework through application to real asset populations would confirm its
practical value and refine it. The framework developed here provides a foundation and an
agenda for such work.

7. CONCLUSION

This paper proposed a multi-criteria, risk-informed asset integrity framework for power system
protection and control equipment that deliberately bridges reliability, cybersecurity, human
factors, and lifecycle economics, integrating these four dimensions into a single, risk-informed
integrity index to support asset prioritization and decisions. Motivated by the recognition that
modern protection and control equipment is digital, networked, operated by people, and
economically significant, so that its integrity depends on all four dimensions rather than
reliability alone, the framework assesses each dimension in a risk-informed way, weights and
aggregates them into an integrated index, and uses that index to prioritize maintenance, security,
training, and replacement decisions. The analysis demonstrated that integrating the four
dimensions changes asset prioritization compared with reliability-only approaches, surfacing
high-risk assets, such as reliable but cyber-vulnerable equipment, that the conventional single-
dimension view misses entirely, and it showed that each dimension contributes distinct,
complementary information, that the weighting of the dimensions shapes the assessment and
must be set thoughtfully, and that the framework supports the targeting of appropriate
responses to the specific nature of each asset's risk.

The central contribution of this work is to bring together, in a single risk-informed framework,
the four dimensions that bear on the integrity of modern protection and control assets but that
have traditionally been managed in isolation, and to demonstrate that integrating them provides
a completer and more defensible basis for managing that integrity than any single dimension
allows. This matter because protection and control equipment is critical to the reliability and
security of the power system, because its integrity now depends on dimensions well beyond
traditional reliability, and because managing it dimension by dimension risks missing the
serious risks that only an integrated view reveals. The study is candid that applying the
framework faces real challenges of data, scoring, weighting, and organizational integration, and
it identifies these as the priorities for realizing its value and for further work. With attention to
these challenges and validation on real asset populations, the multi-criteria, risk-informed
framework proposed here offers power system operators a more complete, defensible, and
practically useful basis for safeguarding the integrity of the protection and control equipment on
which the security of the grid ultimately depends.
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